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86.2%

Cyber security
threats have

increased year on

year since their

inception.
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Above: Percentage of organisations compromised
by at least one successful attack.

So, why should you care?

75% of all cyber attacks 87% SMEs believe their 60% of small businesses
now target small businesses business is safe from cyber impacted will go out of
with . attacks because they use business
alone.

The 2022 Cyber Security Landscape

2 With each new technology comes new threats, meaning cybersecurity needs to be a continual focus for your business.
2 Ransomware is one of the biggest threats in Australia, with a 15% increase in reported attacks in 2021.

2 Supply chain attacks, where cybercriminals deliver viruses or other malicious software via a vendor or supplier to gain access
to sensitive company information.

> Anti-virus software isn’t enough - cyber criminals attack this first. Continual protection and detection are essential.

> The rise in remote working means attack surface expansion and vulnerable endpoints. In plain English - there are more entrances
for cybercriminals to get in and your company generally has less control over the security of the networks and devices.

2 Multi-factor authentication will become the norm.

> Cybersecurity insurance premiums are rising along with the need to invest in it. As of 2019, only 27% of Australian SMBs had
cybersecurity insurance.
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outage, data breach, cash flow shortage or unexpected pandemic. Every business, regard|ass of size, should have a business
continuity plan to help you understand the risks and make your organisation as resilient and adaptable as possible.

Need some business continuity support?

Check out the resources on our website: https://techprecision.com.au/resource-hub/

Cyber Insurance Industry Changes

According to the Insurance Council of Australia, only about 20% of SMEs and 35-70% of larger businesses have standalone

limited to one particular sector or vertical. They were at pains to call out that whilst the ransomware gets the news headlines;
it's the remediation costs that are just as significant.

Despite the rise in premiums and decrease in policy coverage value, Marsh saw a 23% increase in organisations buying cyber
insurance.

H1 Australian Cyber Market Shapshot

23% 20-80% 50%

Organisations purchasing Premium increase. Frequency of claims.
cyber insurance.
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Maximising tax benefits + small business tax incentives

aof a government push for more firme : to embrace the online economy by actively supporting
f
y suneort their o tal capacit Thaco t

+ Managed Services ' Cyber security training " Cyber security systems + Cyber security insurance
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Reputational risk and client trust are now becoming business priorities when making decisions relating to cyber security
because it's not a case of if but when. Which is why it is crucial to ensure you've got a rapid response plan and
communication clearly defined and ready when you need it.

So what should you be doing?
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Checklist

Prepare a

Conduct ongoing comprehensive cybersecurity training for staff

Use Multi-Factor Authentication and control access

Check your email security regularly using ACSC’s handy step-by-step guides for

Make sure that you have up-to-date cyber insurance

Consider an investment in cyber security to take advantage of the tax incentives

If you need help or simply just want to chat to us about any of the points raised in this document, reach out to our
team at any time on 1300 788 738 or sales@techprecision.com.au.
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